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Abstract. In this paper we presenta traffic enginesring techniqie that canbe

usedby regional ISPsandcustomemetworks. On the basisof variouscharacter
izationsof ASesin today’s Internetwe shav therequirement®f thesmallASes.
Thenwe detailthemethodghatsuchASescurrentlyuseto enginee interdomain
traffic. We presentananalysisof realroutingtablesshaving thatalot of ISPsrely

on the BGP Commurity attributeto build scalableraffic engineeing configura-
tions.We alsoshaw thatthis solutionsuffersfrom severaldravbacks thatlimit its

widespreaditilization. To avoid the problemsof suchatechnique, we proposehe
redistritution communities a specialtype of nontransitve extendedcommurity

attributeandshaw thatthe costof implementingthis solutionis small.

1 Intr oduction

Initially developed asa researchetwork, the Intemet hasbeenoptimizel to provide
a servicewherethe network doesits bestto deliver pacletsto their destinatio. In the
researchnternd, conrectiity wasthe mostimportart issue.During thelastyears,we
have seena rapidgrowth andanincreasingutilization of the Interneé to carrybusiness
critical servicessuchase-conmerce,Virtual Private Networks and Voice over IP. To
efficiently suppot thoseservicessererallntemetServiceProviders (ISP)rely ontraffic
engine@ringtechniaiesto bettercontiol theflow of IP paclets.

During thelastyears,several typesof traffic engineringtechniqieshave beende-
veloped[ACET01]. Most of thesetechniqeshave beendesignedor largelP networks
thatneedto optimizethe flow of IP pacletsinsidetheir interral network. Thesetech-
niguesareof very limited usefor smallIP networksthatconstitutemostof the Intemet
today For thesenetworks,thecostlyresourcehatneed to beoptimizedis usuallytheir
interdanain connetivity. In this paper we try to fill this gapby propasing a simple
technigiethatcanbe usedto provide usefultraffic engineeng capabilitiestargeedat,
but notlimited to, thosesmall ISPs.

Thisdocunentis organizedasfollows. Wefirst discussn section2 therequirenents
for implementableinterdamain traffic engireeringtechniqiestargetedat small ISPs.
Then,we describen section3 the existing interdanaintraffic engireeringtechnigees.
In section4, we describetheredistritution comnunitiesthatcanbe usedto solve most
of thetraffic engineringneedsf smallISPs.

* Thiswork wassupportedy the EuropearCommissiorwithin thelST ATRIUM project.



2 Interd omain traffic engineering for small ISPs

Thelntemetis currerly compasedof aboutl 3.0 AutonamousSystemgAS) [Hus07
andits organizdion is more comgex thanthe researchnterret of the early nineties.
Thosel3.0®M AS do not play anequalrole in the globd Interret. ASescanbe distin-
guishedon the basisof various charateristicslik e the conrectivity oneAS haswith its
peerstheservicegprovidedby oneAS to its peersandthebehaiour of theusersnside
thenetworks of oneAS.

First, ASescanbe distingtishedon the basisof their conrectiity. [SARK02] has
shawn that thereare two major typesof intercanectiors betweendistinct ASes:the
customer-provider andthe peer-to-peer relatiorships.The customer-provider relatiorr
shipis usedwhena smallAS purchasesconrectivity from alarger AS. In this casethe
large AS agreedo forward the paclketsreceved from the small AS to ary destinatio
andit alsoagreedo recevetraffic destinedo thesmallAS. Ontheotha hand thepeer-
to-peer relatiorshipis usedbetweenASesof similar size.In this casethetwo ASes
exchangetraffic onasharedcostbasis Accordng to [SARKO0Z], the customer-provider
relationslip is usedfor about95 % of the AS intercomectionsin todays Interret.

Relying on this conrectvity, [SARKO02] makes a first chaacterizationof ASes.
Thereare basicallytwo typesof ASes:transitASesthat consitutethe core of the In-
ternetandregional ISPsor customemetworks. The corecorrespndsto abou 10 % of
the ASesin the Interné andcanbe divided in threedifferent subtypes(dense, transit
andouter core depemlingontheconrectivity of eachAS). Regional ISPsandcustoner
networks correspad to 90 % of the Internet andthey maintainonly a few customer-
provider relationshig with ASesin the coreandsomepeer-to-peer relationslips with
othersmallASes.

In this paper we do not addresghe traffic engireeringneedsof ASesin the core
but ratherrequrementsof smallASes.Theinterestedeadeiis referedto [FBRO2] for
adiscussiorof theneed=of ASesin thecore.

A secondimportart elemen usedto charaterizean AS is the type of custoner
it senes.If the AS is mainly a contert provider, it will wantto optimize its outging
traffic sinceit generatemoretraffic thanit receives.Ontheotherhand if theAS senes
apopuation of SMEs(SmallandMediumEnteprises) dialup,xDSL or cablemodems
users,it will receve moretraffic thanit sendsSuchASeswill typically only needto
contrd theirincoming traffic.

Another pointto consiceris the“topologcal distribution” of theinterdanaintraffic
to be engineeed [UB024. Although the Intemetis composedof abou 13.000 ASes,
a given AS will not receve (resp.transmit)the sameamount of traffic from (resp.
towards)eachexterral AS. The charactestics of the interdanain traffic seenfrom a
customeAS have beenanalyzdin detailsin [UBO2b)]. In this pape, we have analysed
the chaacteristicsof all the intercdomaintraffic receved by two small ISPsbasedon
tracescollectedduringoneweek. Thefirst tracewascollectedattheinterdomainrouters
of BELNET, an ISP providing accesdo universitiesandresearcHabsin Belgiumin
Decembel 999 The secondracewascollectedduring oneweekin April 2001 atthe
interdanainroutes of Y ucowm, aBelgianISPproviding adialupaccesdo thelnterret.
Thisstudyrevealedtwo importari findingsthataresummarizdin figure 1. First, theleft
partof thefigureshavs the percentag of thenumber of IP addressethatarereachale



from theBGP routersof the studiedASesat a distanceof x AS hops.This figureshovs
thatfor both studiedASes,mostreachabldP addessesareony afew AS hops away.
Secondthe right partof figure 1 shavs the cumulative distribution of the traffic sent
by eachexterral AS duiing the studiedweek. The figure shows that for both ASes,a

Distribution of reachable IP addresses Cumulative distribution of total traffic for ASes

@
1<}

S

" Reasearch ISP —— Research ISP (Dec, 1999) - ==
Dialup ISP - 90 rDialup ISP (April 2001) R

o
=}

N
S

20

Percentage
w
o
Cumulative traffic percentage
v
o

10

0 1 2 3 4 5 6 7 8 9 0.01 0.1 1 10 100
AS path length [hops] Percentage of ASes

Fig. 1. BGProutingtables(left) andcumulatie distribution of total traffic (right)

smallpercemageof externd ASescortributeto alarge fractionof theincomingtraffic.
Hence by influercing this limited percemageof ASesa largefractionof thetraffic can
beengineeed. Similar findings wererepatedin [FBR02] for anAS of thedensecore.

3 Interd omain Traffic Engineering today

In this section,we review the traffic engireeringtechniqesthat arein usetodayin
theglobalInterret. Sincethesetechniqesrely on a carefu tuning of the BGP routing
protacol, we first briefly review its operdion.

3.1 Interdomain routing

The Border Gatavay Protocol (BGP) [Ste99RL0Z is the current de facto standad

interdamain routing protacol. BGP is a path-vector protocol that works by sendiry

route advertisements. A route adwertisemenindicateghereactability of onelP network

throwghtherouerthatadwettisesit eitherbecasethis network belong to thesameAS

asthisrouteror becausghisrouterhasreceved from anotherAS aroute adwertisenent
for thisnetwork. Besideghereachale network, eachrouteadwertisemenalsocontains
attributessuchasthe AS- Pat h which is thelist of all the transit ASesthat mustbe
usedto reachtheannaincednetwork.

A key featureof BGP is thatit suppats routing policies. Thatis, BGP allows a
routerto be selectve in theroute advertisementghatit sendso neightor BGProuters
in remoteAS. Thisis doneby specifyirg on eachBGP router a setof input andoutput
filters for eachpeer



Fig. 2. A simplelnternet

3.2 BGP-basedtraffic engineering

TheBGP-basedraffic engireeringsolutionsn utilizationtodayrely onacarefi tuning
of the BGP decisionprocess?® thatis usedto selectthe best-rote towardseachdesti-
nation. This processs basedon a setof criteriathatact asfilters amang all the BGP
routesknowvn by therouter

Contral of the outgoing traffic Thecontrd of the outgang traffic is oftenarequire-

mentfor cortent providersthatwish to optimizethe distribution of their content.For

this, they canrely ontheweigh andthel ocal - pr ef attributeto contrd the routes
thatwill be choserfor the pacletsthatleave eachBGP routerof the conten provider.

The actualdistribution of the outgang traffic will dependon the quality of the setting
of theweightandthel ocal - pr ef ontheBGProutersof theAS. Thesettingof these
two paraneterscanbe dore manuallybasedn theknowledgeof theinterdamainlinks

or automdically with toolsthatrely on traffic measurerants.

Contral of the incoming traffic A customelAS servinga large number of individual
usersor small corpaate networks will typically have a very assymetridntercomain
traffic patternwith severd timesmoreincomirg thanoutgoirg traffic. TheseASestyp-
ically needto optimize theirincoming traffic only. For this, afirst methal thatthey can
useis to announcedifferert routeadwertisementn differen links. For examge in fig-

ure2,if AS1 wantedto balarcethetraffic comingfrom AS2 overthelinks R 17 — R
andR;3 — Rs7, thenit couldannaunceonlyits interral routesonthe R 11 — R»; link and
only therouteslearnal from AS5 onthe R 13 — Ry7 link. SinceAS2 would only learn
abou AS5 throughrouterR 57, it would beforcedto sendthepacketswhosedestination

belong to AS5 viarouter Ro7.

! Dueto spacdimitations,we cannotetailthe BGPdecisionprocessn thispaperA description
of theBGP decisionprocessmay befoundin [FBR02Hal97,QUPBO02].



A variart of theselectve adwertisementss the advertisementof more specificpre-
fixes. This adwertisementrelies on the fact that an IP router will always selectin its
forwarding tablethe mostspecificroutefor eachpaclet (i.e. the matchirg routewith
the longestprefix). This fact canalsobe usedto contiol the inconing traffic. In the
following exanple, we assumehatprefix16. 0. 0. 0/ 8 belorgsto AS3 andthatser-
eral important seners are part of the 16. 1. 2. 0/ 24 subnet.If AS3 prefrsto re-
ceive the pacletstowards its senersonthe Roy4-R31 link, thenit would adwertise both
16. 0. 0. 0/ 8 and16. 1. 2. 0/ 24 onthislink andonly 16. 0. 0. 0/ 8 onits other
exterral links. An adwartageof this solutionis thatif link Rs4-R3; fails, thensubnet
16. 1. 2. 0/ 24 would still be reackablethroughthe otherlinks. However, animpor-
tantdrawback of advertising more specificprefixesis thatit increasesthe nunber of
BGP adwettisementsaandthusthe sizeof the BGP routing tables([BNC02)).

Another methodwould beto allow an AS to indicatea rankingamorg the various
routeadwettisementshatit sendsBasedntheBGPdecisionprocesspnepossiblevay
to introduce a rankirg betweerroutesto influencethe selectionof routesby a distant
AS is to artificially increasethe lengthof the AS- Pat h attribute. Comingbackto our
exampe, AS1 would annaincethe routeslearnedfrom AS5 onlinks R1; — Ry, and
R13 — Ra7, but would attacha longerAS- Pat h attribute (e.g AS1 AS1 AS1 AS5
insteabf AS1 AS5) onthe R13— Ro7 link. Therequirrdamount of prepeidingis often
manudly selectednatrial anderra basis.Themanipuationof theAS- Pat h attribute
is oftenusedin practice([BNCO02]). However, it shouldbe notedthatthis techniqieis
only usefulif the ASesthat we wish to influencedo notrely on| ocal - pref and
wei ght .

Community-basedtraffic engineering In additionto thesetechriques,several ASes
have beenusingthe BGP Community attribute to encodevarious traffic engireering
actions[QBO02]. This attribute is often usedto add markersto annaincedroutesand
to simplify the implementationof scalablerouting policieson BGP routes. The com-
munity attribute is a transitive attribute that contairs a setof comnunity values,each
valuebeingencodedasa 32 bits field. Somecomnunity valuesarestandarged (e.qg.
NO_EXPORT), but the Interret AssignedNumkters Authority (IANA) hasassignedo

eachAS ablock of 65536 community values.Thecommunity valuesareusuallyrepre-

sentedasASx: V whereASx is the AS numberto which thecomnunity belong andV
avalueassignedby ASx. Thecommunity attributeis oftenusedo encodehefollowing

traffic engireeringactions|QB02]:

1. Do notannouncetherouteto specifiedoeer§);

2. Prepench timesthe AS-Path (where we have found values for n generdly rangirg
from 1 to 3) whenannouncingtheroute to specifiedpeer(s);

3. Setthel ocal - pr ef valuein the AS receving theroute[CB96];

In the first case,the commuity is attachedto a routeto indicatethat this route
shouldnot beannauncedto a specifiedpeeror at a specifiedntercomectionpoint. For
exampe, in figure2, AS4 couldcorfigureits routersto notannainceto AS1 routesthat
containthe4: 1001 commuity. If AS4 docunentsthe utilization of this comrunity



to its peers AS6 couldattachthis valueto theroutesad\ertisedonthe R 45- Rg; ink to
ensurghatit doesnotreceve pacletsfrom AS1 onthislink.

Thesecondype of comnunity is usedto requesthe upstrean AS to perfom AS-
Pat h preperling for the associatedoute. To understandhe usefulressof suchcom-
munity values,let us conside againfigure 2, and assumehat AS6 receiesa lot of
traffic from AS1 andAS2 andthatit would like to receve the pacletsfrom AS1 (resp.
AS2) onthe Ry5-Rg1 (resp.Rse-Re1) link. AS6 cannd achieve this type of traffic dis-
tributionby perfaming prependingitself. However, thiswouldbepossibldaf AS4 could
perfam the pregendingwhenannouncingthe AS6 routesto externalpeers AS6 could
thusadwertise to A4 its routes with the community 4: 5202 (documentedby AS4)
thatindicatesthatthis routeshoud be preendedwo timeswhenannouncedto AS2.

Finally, thethird comnon type of conmunity usedfor traffic engineeing pumposes
isto setthel ocal - pr ef intheupstreanAS.

Our analysisof the RIPEwhois databae[QB02] providesmoredetailson the uti-
lization of the community attributeto requesta peerto perfam pathprepemnling, to set
thel ocal - pr ef attribute andto notredistribute the route. The surwey indicatesthat
the specifiedpeeris usuallyspecifiedasan AS numter, aninterconrectionpointor a
geogaphicalregion.

4 Redistribution communities

Thecommunity basedraffic engineringsolutiondescribedn the previoussectionhas
beendeplo/ed by at leasttwenty differert ISPs,but it suffers from severalimportant
dravbacksthatlimit its widespreadutilization. First, eachAS canonly define6553%
distinct comnunity values.While in pradice no AS today utilizes more than 6553%
community values this limited spacdorceseachAS to defineits own community val-
uesin anunstructued manrer. 2 Secondeachdefinedvaluemustbemanudly encode
in theconfigurationsof the BGProutersof the AS. Third, the AS mustad\ertisethe se-
manticsof its own comnunity valuesto exterral peersUnfortunately thereis no stan-
dardmethodo adwettisethesecomnunity values. SomeASesdefinetheircommunities
ascommatsin their routing policiesthatarestoredin the Interret RoutingRegistries.
TheRPSLlanguage[AVG199 usedfor thesespecificationsloes notcurrertly allow to
definethesemantiof thecommuiity attributevalues OtherASespublishtherequired
informationontheirwebseneror distributeit directlyto theirclients. Thisimpliesthat
an AS willing to utilize the traffic engineeing communities definedby its upstream
ASesneed to manually insertdirectivesin the configuationsof its BGProutes. Once
insertedthesedirectives will needto be maintaired andchecledif the upstreamAS
decidedor ary reasorto modfy the semanticof someof its community values. This
increaseshe compexity of the configurationof the BGP routes andis clearly not a
desirablesolution.A recentstudyhasshaovn thathumanerrors arealreadyresposible

2 We note however that facing the needfor structuredcommunity values, some ASes like
AS9057 have startedto utilize communityvaluesoutsidetheir allocatedspace[QB02] and
that other ASesare using communityvaluesresered for standardizationThis kind of self-
ish behavior is questionablan todays Internet,but it shavs the operationnaheedfor more
structureccommurity values.



for mary routing problens on the global Interret [MWAOQ2]. An increasingutilization
of community-basedraffic engneeringwould prabably causeevenmoreerrors.

A seconddrawvback of the BGP comrunity attribute is its transitvity. It implies
thatoncea comnunity valuehasbeenattachedo aroute,thiscommunity is distributed
throughou theglobal Interret. To evaluatetheimpactof thecommunitiesonthegrowth
of theBGPtablegHus03, we have analyedthe BGProuting tablescollectedby RIPE
RIS [RIS0Z andthe RouteViews prgects[Mey02]® from January2001until now. A
first obsenation of thoseBGPtabledumps revealsthatalthough mostof thecomnunity
valueshave a local semantic§QB02], alarge numker of community valuesappeatin
theBGProutingtables.

Theevolution of the utilization of the comnunitiesrevealsa sustainedrowth since
the availability of the first dunps with community informationin January2001 (see
figure 3). For instance,in recentdumgs of routing tablesprovided by Route-Views
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Fig. 3. Evolution of the utilization of thecommuirity attribute.

([Mey02)]) atthebeginning of theyear2002 the nunberof comnunitieshasincreased
to morethan 22 distinct valueswhile more than60% of the routeshadat leastone
community attachedand someroutescan have up to 40 comnrunities attached We

couldseethe sameevolution at othersites.

4.1 Theredistribution communities

To avoid the prablemscausedy the utilization of thecomnunity attribute,we propose
anew typeof exterdedcommunity attribute. Theexterdedcommunity attributedefined

in [STROZ providesa motre structurel andlarger spacethanthe comnunity attribute
sinceeachextendel community valueis encaledin an8 octetsfield. Theredistritution

communities are nontransitve extended communities that can be usedto encodea
setof redistritution actionsthat are applicableto a setof BGP spealers. The current
definitionof theredistrilution comnunities[BCH ~02] suppots the following actions:

— theattachedoute shouldnotbeannouncedto the specifiedBGP spealers.

% The Route-\iews projectstartedn November2001



— theattachedoute shouldonly beannaincedto the specifiedBGP spealers.

— the attachedroute shouldbe annaincedwith the NO_EXPOR' attribute to the
specifiedBGP spealers.

— the attachedoute shouldbe prependedn timeswhenannaincedto the specified
BGPspealers.

Eachredistritution conmunity is encodedas an 8 octetsfield divided in three
parts.Thefirst octetis usedto specifythe type of nontransitve exterdedcomrunity
[STROJ. Thesecondbctetis usedto encod oneof thefour actionsabove andthelast
6 octetsencoa a BGP_Speadrs Filter thatdeterninesthe BGP spealers to whichthe
actionapplies.

The BGP_Speatrs_Filterfield is usedto specifythe eBGPspealkrsthat are af-
fectedby the specifiedaction Therearetwo methals to specify the affectedeBGP
spealers.Thefirst methodis to explicitly list all thoseBGP spealersinsidetheBGP_-
Spealers Filtersfield of redistritution comnunities.In this case the high order bit of
the BGP_Speadrs Filter field is setto 1. The secondmethodis to explicitly list only
the eBGPspealkrsthat will not be affeced by the specifiedaction.In this case the
high orderbit of the BGP_Speatrs_Filtertype field shall be setto 0. In the current
specificatiofBCH102], theBGP_Speadrs_FiltercancontainanAS nunber, two AS
numlersor a CIDR prefix/lengh pair.

4.2 Implementation of the redistribution communities

In orderto evaluate the cost of suppoting the redistritution communities in a BGP
router we have modifiedthe ZebraBGP implemetnation[Ish01]. The implenmentation
of the redistritution communities requres two distinct functionnalities.The first one
is to allow a network operaor to specifythe redistribution comrmunitiesthat mustbe
attachedo given routesandthe secondoneis to influencethe redistribution of the
routesthathave suchcommunitiesattached.

First, in orde to allow a network opertorto attachredistriution commuirities to
routes,we have extenced ther out e- map statemengvailablein the commar-line
interface (CLI) of Zebra.Ther out e- map statemenis an extremely powerful and
versatiletool for routefiltering andattribute manipuation thatis compeedof afilter
anda list of actions.Our extensionconsistdn the addition of a new actionthatcanbe
usedto attachalist of redistritution conmunitiesto routesthatmatchther out e- map
filter. An exanple of ar out e- map usingournew actionis givenbelov. Theexanple
presentgshe configurationin routes of AS6. This configuation attachesa redistritu-
tion comrunity to every routeannouncedto AS4. This comnunity requestshat AS4
prepad 2 timesthe AS- PATH of routesannaincedby AS6 whenredistrilutingto AS2
(seeexamplein section3.2).

nei ghbor <as4- nei ghbor-i p> route-nmap prepend2_to_as2
route-map prepend2_to_as2 pernit 10

match i p address any

set extcommunity red prepend(2):as(2)



Then we have modified zebraso that redistritution comnunities are autonati-
cally takeninto accoumn. The implenentationextractsthe redistritution communities
attachedo theroute andonthebasisof theircontern, decicesto attachtheNO_EXPORT
community, to prepand n timesor to ignore the route whenredistrituting to specified
peersThesemodificationsin the sour@ codeof Zebrawerequite limited conparedto
theamoun of work requiredto configue by handredistritution policiessimilar to what
redistritution comrrunitiesprovide. For instanceto establisithesameconfiguationas
shavn above with a manual setupof communities, alot more work is requred.

5 Perspecives

Compard to the utilization of classicalcomnunity valuesthe mainadventagesof the
redistritution communities is thatthey are nontransitve and have a standardizé se-
mantics.Thenontransitvity suppessesherisk of community-basedpollution of rout-
ing tableswhile the standarized encoding allows simplificationof the configurations
of BGP routes andthusreduceshe risk of errois [MWAO2]. Furthernore, this will
allow opertorsto provide servicesthat go beyond the simple customer-provider and
peer-to-peer policiescurrenly found in todays Interret.

For exampe, BGP-based/irtual Private Networks[RR99 rely on comnunitiesto
indicatewherethe VPN routes shoud be redistrituted. The redistritution comnuni-
ties could be usedto significantlyredice the configuation complexity of interdomain
VPNs.

Theredistrilution comnunitiescouldalsobeusedto rediwcetheimpactof denal of
serviceattacksFor exampe, assumehatin figure2, AS6 suffersfrom anattackcomirg
fromsourcelocatednsideAS2. In orderto reducetheimpad of theattack AS6 would
like to stop announcing its routestowardsAS2. With the standardBGP techniqes,
this is not possiblewhile maintaning the connectity towards the other ASes.With
the redistritution communities, AS6 simply needsto tag its routeswith a comnunity
indicatingthat they shouldnot be redistributedtowardsAS2. If the attackoriginaed
from AS5, the redistribution communities would not allow AS6 to stop adwertising
its routeswithout also blocking traffic from souceslike AS7. However, in this case,
AS4 and AS1 might alsodetectthe denial of serviceattackand could reactwith the
redistribution communities.

In this paperwe have proposeda solutionthatallows an AS to influence theredis-
tribution of its routes.lt is neverthelesdifficult to usea similar techniqieto influerce
theroute redistritution fartherthantwo AS hopsaway dueto thevariety andthe com-
plexity of therouting policiesthatmight be found in the global Interret. However this
is a first steptowardsa global interdonain level traffic engneeringsolution which is
our ultimategoal.
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